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Discussion on SQL Injection Attacks Detection
Algorithm and Mathematical Model

Takeshi Matsuda

Abstract

SQL injection attacks are big problem to the security of database driven applications. The
prevention methods against SQL injection attacks, such as parsing and pattern recognition,
have been developed, but these techniques may not cope with the evasion of SQL injection
attacks detection. Instead of these methods, Web application firewalls (WAF) are widely
using to prevent Web application, generally. WAF detects SQL injection attacks using
black list. However, a big black list may result in lowering of the detection performance. In
this paper, we proposed a mathematical model to detect SQL injection attacks, and defined
prediction error to measure the performance of mathematical models. Then we compared our
proposed model with the mathematical model applying sigmoid function, and showed that the

prediction error of our proposed model is less than the sigmoid model.

Keywords: SQL injection attacks, detection, mathematical model
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